Spyriot Security Private Limited

ISO Certified Cyber Crime Consulting Organization

Organization Registered Under MCA, Government of India

(7 Days Expert Cyber Crime Investigation Online Training Session)

Certified Cyber Crime Specialist

Course Details:

Course Fee: 31,499 Only (ISO Certified Certificate Included)
Duration: 1 Week (2 - 3h Per Day)

Mode: Online Live Classes

Batch Timing: 04 PM / 08 PM (As per your flexible time)
Course Benefits:

1. Real-World Cybercrime Prevention Techniques

2. Online Frauds / Blackmailing Investigation Tools

3. IP Address & GPS Location Tracking System (OSINT Tool)
4. Accessing Criminal Investigation Database

Director & Cyber Security Expert:

Name: Debadutta Chandan Dash

Experience: 4+ Years in Cyber Security & Forensics

Cybersecurity Session: 600+ Conducted

Cyber Crime Cases: 200+ Consulted

International Reach: South Africa, Afghanistan,

Oman, Saudi Arabia, Germany, Morocco, Nigeria & USA

Contact: +97 6370634758, E-mail: , Website:



mailto:agent.spyriot@gmail.com
http://www.spyriotsecurity.in/
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ISO 9001:2015 CERTIFICATION
Cyber Crime Specialist (CCS) Certification

Contact: +91 6370634758 | e-mail: agent.spyriot@gmail.com | website: www.spyriotsecurity.in

All The Practical’s You Can Perform by Using Smartphone

— No Laptop Needed (Optional)

- It’s a Beginner Friendly, Advanced Training -

Day 01: Fundamentals of Cyber Crime Investigation & Cyber Laws

« Introduction to Cyber Crime: Concepts, Types & Emerging Threats
Information Technology Act, 2000 (India) — Legal Framework

o Cyber Criminal Psychology & Criminal Profiling
« FIR Registration, Cyber Crime Complaint Process & Legal Procedures
« Digital Evidence Handling, Collection & Preservation Techniques

» Standard Cyber Crime Investigation Methodology & Case Handling Process
Day 02 (Practical): Master Online Anonymity — Hide Your Digital Identity

« Creating & Managing an Undercover Digital Identity (Operational Security)

Anonymous & Secure Communication Techniques

« End-to-End Encrypted Communication Implementation

« Multi-Layer IP Protection & Identity Concealment Strategies

« Secure Web Browsing Using the Tor Browser & Onion Network

« Privacy, Anonymity & Digital Footprint Management
Day 03 (Practical): Fake Website & Domain Investigation Techniques

« ldentification & Verification of Suspicious or Fraudulent Websites

« Open-Source Intelligence (OSINT) for Website Information Gathering
« Scammer Profiling & Historical Activity Investigation

o Domain, DNS, IP Address & Email Intelligence Collection

« Website Registration, Hosting History & Digital Footprint Analysis

« Website Metadata Extraction & Digital Evidence Documentation
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Day 04 (Practical): Android Hacking (Ethically) & Mobile Investigation

» Accessing Call Logs, Contacts, SMS, Media Files, Camera & Complete Phone

« Android Digital Evidence Acquisition & Preservation Techniques

» Investigation of Installed Applications, Permissions & Activity Logs

« Detection & Analysis of Spyware, Malware & Suspicious Applications

« Android Security Configuration & Emergency Device Tracking

« Mobile Device Investigation Best Practices & Digital Evidence Documentation
Day 05 (Practical): Malicious Link and File Detection Techniques

» ldentification & Verification of Suspicious and Malicious URLs
« Phishing Link Analysis Using Public Threat Intelligence Tools

» File Metadata, Extensions & Digital Signature Inspection

« Multi-Engine Malware Detection & File Reputation Analysis

» URL & File-Based Threat Assessment Techniques

« Digital Evidence Collection, Documentation & Reporting Procedures
Day 06 (Practical): Financial Fraud & Social Media Crime Investigation

« Deepfake Video & Digital Blackmail Investigation Techniques

« Investigation of Online Harassment, WhatsApp & Call-Based Threats

« Fake Job & Employment Scam Investigation Methodology

« Digital Loan App Fraud & Online Financial Harassment Investigation

« Reporting & Takedown Procedures for Fake Social Media Accounts

» Case Documentation, Digital Evidence Collection & Investigation Reporting
Day 07 (Practical): IP Address & GPS Location Analysis Techniques

o Cyber Criminal IP Address Intelligence Collection

« Geolocation Intelligence Using Publicly Available Data

« GPS Metadata Analysis from Images & Digital Files

« Network & Location Intelligence for Cyber Crime Investigations

« Investigation Report Preparation & Digital Evidence Documentation
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Our Global Activities & Organization Details:
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Certificate of Compliance
This s to certify that
SPYRIOT SECURITY
NEAR BY JUICE CORNER, HARI NAGAR ASHRAML NEW DELHL 10014, INDIA
N2t been found In compliance with requirement of
ISO 9001:2015
(Quality Management System)

Eor the following scope:

QUALITY CERTIFICAT

PROVIDING CYBER SECURITY AND CYBER FORENSIC
INVESTIGATION TRAINING & SERVICES OF CYBER
CRI ALS LOCATION TRACKING, RECOVERY
HACKED SOCIAL MEDIA ACCOUNTS, UN-HACK YOUR
SMART PHONE OR LAPTOP FROM CYBER CRIMINALS

Cerificate No
Reghiered on.

INQUAN-1 60081 244450724 Iwwed 0n
102024

Fapires on:

1SO 9001:2015 Certificate

(International Organization for Standardization)
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